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Current Conditions

• Cloud specific security metrics are either non-existent 
or early stage

• Since metrics are specific and cloud computing is still 
evolving, the working group must establish a cycle of 
review and revision

• The value proposition of the metrics working group is 
twofold 
1. It enhances and supports the CSA guidance
2. The working group will publish its metrics in an open 

format which allows for comment, revision history and 
eventually consumption by the entire CSA (and 
potentially other) community.



Focus

• 3 of the 13 CSA Domains

– Encryption & Key Management

– Governance & Enterprise Risk Management

– Application Security

• Define within each domain, areas of 
concentration based on expertise in the 
working group

• Examples will be shown in demo



Outputs

• Leverage the Metrics Center catalog

• Each domain area has a lead and we publish based 
on the following lifecycle

1. Draft

2. CSA 
Review

3. 
Community 

Review

4. Published

5. Revise or 
Demise



Coordination with Other Security 
Metrics Efforts

• Metrics Center catalog is a central repository 
for security metrics

• Schema allows for cross referencing

• Commitment to attribution

• Coordination with Center for Internet Security



Progress to Date

• Active working group with participants for 
each of the 3 CSA domains

Lynn Terwoerds Chair, Co-founder Jeff Lowder Application security

Betsy Nichols Co-founder Martin Rues Application security

Caroline Wong Co-founder Hemma Prafullchandra Gov & Risk mgmt

Tara Darbyshire Co-founder Dan Crisp Gov & Risk mgmt

Tim Mather Encryption/key mgmt Steph Spence Gov & Risk mgmt

Eric Ashdown Encryption/key mgmt Matt Broda CAM rep

Katie Moussouris Application security

Ashish Larivee Application security



Coordination with CSA Related 
Initiatives

• Control Matrix working group (CSA)

• CloudAudit (formerly known as A6)

• Common Assurance Metric (ENISA)

• Trusted Cloud Initiative (CSA)

• Center for Internet Security

Common denominator for all of these related 
initiatives is coordination and collaboration 
through the Cloud Security Alliance



Metrics Center Demo



MetricsCenter Services

• Design Phase
– Catalog 

– Metrics Definition Framework (Metric XML)

• Implementation Phase
– Data Ingestion

– Metric Compute Logic

– Visualization and Reporting

• Production Phase
– Scheduling and Workflow Management

– Dashboards + Collaboration



Catalog Services

• Design:  metrics, datasets, dimensions, contexts
• Centralized catalog
• “Common denominator” for 

• Metric specification
• Collaboration
• Documentation of design rationale and progress

• Versioning, Comments, Community Forum
• Comments, Community Forum, Rating, RSS Feeds
• Context Mapping
• Licensing
• Sharing via open XML Schema 









Metric XML Example



Call to Action

• Join the CSA Cloud Metrics Working Group

• More info at 
http://groups.google.com/group/csa_metrics

• Create, review and/or comment on the cloud 
security metrics

• Sign up for the RSS feed

http://groups.google.com/group/csa_metrics

